Information Security Special Stbjects

Elective 2 credit
MORI, Takuo

1. Course Description

Information security covers broad fields, from the cryptography to practice information networks or
systems. In this course, we aim at systematically understanding the way to deal with security problems
which may happen in practical information systems, from basic.

This course relates to the diploma policy 1 of the division of the integrated science and engineering,
graduated school of Teikyo University.

2. Course Objectives
The goal of this course is that students master the following abilities;

Students can explain how to prevent from unauthorized accesses, and show basic countermeasures
against unauthorized accesses.

Students can explain how to protect Web-applications, and show basic countermeasures against attack
to the Web-applications.

Students can explain the operation principles of malware, and show basic countermeasures against
malware.

Students can explain the operation principles of intrusion detection/protection systems(IDS/IPS) and,
how to introduce IDS/IPS.

Students can show basic access control techniques and choose appropriate ones according to the
situation.

Students can explain information security protocols.

Students can explain foundations of constructing/operating information systems.

Students can show outlines basics of Information Management Systems.

Students can explain new trends in information security technology.

Students can explain and write basic cyber-security programmings.

3. Grading Policy
Grading policy: Mid-term report(50%), Final-report(50%)

The way of feedback;
Answers for questions or feedback for the contents of class and reports will be given in a class,
through LMS.
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5. Requirements(Assignments)
In order to earn credits of this course, students must submit two reports.

Students should have basic (at least, undergraduate level) knowledge of the following source,
Mathematical logic, Algebraic systems, Elementary number theory, Complexity theory, Network
technology, Programming language, Database theory.

After taking this course, students should take Quantum Information Science, and Advanced Information
Security in the Doctor's Program.

6. Note

7. Schedule

1] A trends in network security

2] Unauthorized access1 -Password Cracking-

3] Unauthorized access2 -Basics of Web-application security-

4] Unauthorized access 3 -Injection, XSS-

5] Unauthorized access 4 -CSRF, Buffere-overflow, Drive-by-download-
6] Malwares

7] Intrusion detection/protection systems.

8] Access controll -An introduction to the access control-
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Access control2 -Identification, Fire wall-

Information security protocols

Construction/Operation of information security systems
Information security management systems

New Trends in network securityl -APT/IPv6-

New Trends in network security2 -Threat to smart phones/tables-
Cyber security programming



